PIEU KHOAN SU DUNG DIGITAL IDENTITY

PIEU KHOAN SU DUNG

Bang viéc thuc hién cac thao tac dé tiép tuc sir dung Ung dung, Ngudi sir dung (“Ban”)
khing dinh ring minh d3 doc, hiéu, hoan toan dong y véi cac diéu khoan va diéu kién sir
dung tinh nang dinh danh va xac thuc s6 (“Digital Identity”) cia Viettel va thong qua do,
giita Ban va Viettel da hinh thanh nén mét thoa thuan/hop dong (“Thoa thuan™) cho phép
Viettel duoc sir dung va xéac thuc céc thong tin lién quan toi sé thué bao di dong cua Ban
(“Théng tin ngudi dung™). Thong tin nguoi ding bao gom: S thué bao (s6 dién thoai di
d6ng), trang thai hoat dong cua S thué bao, IMSI (International Mobile Subscriber ldentity
— M4 nhan dang s6 thué bao di dong quéc té), IMEI (International Mobile Equipment
Identity — M4 nhan dang thiét bi di dong qudc té), IP (dia chi IP, gdbm dia chi IP public va
dia chi IP private), ho va tén, ngay thang nam sinh, gigi tinh, qudc tich, s6 gidy to ca nhan
(Giay chitng minh nhan dan, Chirng minh thu quan doi, Can cudc cong dan, Ho chiéu, Bang
lai xe). Viettel cd thé sir dung mot hodc nhiéu Thdng tin ngudi dung dé thuc hién xac thuc
thong tin.

1. PINH NGHIA
Viettel . Tap doan Cong nghiép — Vién thong Quan doi
Nhacungcap : Tb chuc, ca nhan cung cap dich vu thong qua Ung dung.

Ung dung . LA c4c phan mém/app duoc cai dat trén thiét bi dau cudi nhu dién
thoai, may vi tinh va/hoac website, wapsite hoac cac hinh thuc,
thiét bi khéc.

DiiD Provider : La Viettel hoic to chtrc/ca nhan c6 giai phap, hé thdng dung dé lién
két gitta Nha cung cap voi Viettel, thong qua d6 Ban c6 thé ding
tinh nang Digital Identity dé sir dung duoc cac Ung dung. DiiD
Provider cd thé cung cip DiiD App dé Ban cai dat va si dung trén
Thiét bi d¢au cudi caa minh, Ban c6 toan quyén quyét dinh lya chon
viéc cai dat va su dung DiiD App.

DiiD App . La phan mém duoc cai dat trén Thiét bi ¢au cudi cua Ban dé luu
thdng tin va két qua xac thuc théng tin. DiiD App c6 thé do DiiD
Provider, hoic Viettel cung cap. Trong truong hop Ban st dung
DiiD App, Ban di dong y véi cac diéu khoan duoc quy dinh bai to
chuc, ca nhan cung cap DiiD App d6. DiiD App ciing 1a mot Ung
dung.



Nguoi sur : L4 c& nhan sir dung Ung dung caa Nha cung cap va/hoic 14 nguoi
dung, hoac st dung DiiD App; ddng thoi 1a thué bao sir dung dich vu vién
Ban thong di dong cua Viettel. Néu Ban 1a ngudi chua di muoi tam

tudi, Ban cam két rang Ban di dugc ngudi dai dién theo phap luat
ctia Ban dong y cho phép st dung Dich vu theo quy dinh tai Biéu
khoan sur dung nay.

Tinh nang, : L& qué trinh Viettel thuc hién xac thuc théng tin theo yéu cau cua
hoic Tinh Ban va tra két qua cho Nha cung cap hoic DiiD Provider hozic cho
ning Digital Ban thong qua DiiD App. Yéu cau ndy dugc Ban gui téi Viettel
Identity théng qua Nha cung cip va/hoic DiiD Provider khi ban sir dung

Ung dung. Tuy theo yéu cau duoc gui téi Ung dung ma Ban st
dung, Viettel c6 thé s& thuc hién xac thuc mot hozc nhiéu Thong
tin ngudi dung, hoic co thé két hop mot hoac nhiéu thong tin ngudi
ding dé tao thanh mot Ma nhan dién (con goi 1a "Mobile ID").

Hé théng : Hé thong duoc Viettel sir dung dé cung cip Tinh ning.

DiiD

Thiét bi dau : Lathiét bi dwoc Ban dung dé sir dung Ung dung ciia Nha cung cap

cudi hodc Tinh nang. Thiét bi ndy bao gdm may dién thoai di dong, may
tinh bang, may vi tinh, Tivi hoic c4c thiét bi khac.

SIM : Labo xéac dinh thué bao duoc ding trong Thiét bi dau cudi caa thué

bao di dong dé chira théng tin vé sé thué bao di dong, dich vu cua
thué bao va doanh nghiép cung cap dich vu di dong.

2. MO TA CHUNG QUA TRINH CUNG CAP TiNH NANG
Budc 1:

Ban dang nhap, st dung Ung dung tir Nha cung cip va chon tinh ning ding nhap/st
dung Ung dung bang sb dién thoai hoic bang Mobile 1D (tén chirc ning, vi tri va hinh
thirc thé hién caia nit chite ning nay co thé thay doi ty thuoc vao Nha cung cap)

Budce 2:

Nha cung cap tiép nhan yéu cau ciia Ban va chuyén yéu cau cia Ban truc tiép téi Viettel,
hoac gian tiép théng qua DiiD Provider. Nha cung cap c6 thé yéu cau Ban nhap s dién
thoai di dong va céc théng tin khac (tdy theo Ung dung cua Nha cung cip) néu trude do
Ban chua cung cap c4c thdng tin nay cho Nha cung cap.

Budc 3:

Viettel tiép nhan yéu cau dugc chuyén téi tir Nha cung cap hozc DiiD Provider va thyuc
hién kiém tra, xac nhan thdng tin lién quan theo yéu cau caa Ban. Viettel c6 thé gui tra
két qua xac nhan cua tirng thong tin riéng I¢, hoac két hop mot hodc nhiéu thdng tin nay
dé tao thanh mot Mobile ID cua riéng Ban. Két qua xac nhan va/hoic Mobile ID duoc
Viettel gui lai truc tiép cho Nha cung cap hoic gian tiép thong qua DiiD Provider.



Viettel s& yéu cau Ban x&c nhan da doc va dong y vai Diéu khoan str dung. Noi dung
diéu khoan s& dugc hién thi trén thiét bi dau cudi cua Ban (day du noi dung hodc duéi
dang link) dé Ban doc va xac nhan. Hinh thizc xac nhan c6 thé duoc thuc hién truc tiép
bang cach nhan vao nit chirc nang trén man hinh, hoic théng qua ma xac nhan (OTP-
One Time Password) duoc giri toi sé dién thoai ma Ban st dung.

Pé tao thuan tién va tranh 1am phién Ban trong qué trinh st dung Ung dung tir Nha cung
cap, Viettel chi yéu cau Ban xac nhan mot lan dau tién khi Ban sir dung Ung dung cua
Nha cung cép. Viettel s& yéu cau Ban xéac nhan lai mdi khi thay doi Sé dién thoai dé st
dung Ung dung caa Nha cung cap.

Budc 4:

Nha cung cap cin ctr vao két qua xac thuc théng tin hoic Mobile ID va thoa thuan gitra
Ban vai Nha cung cap va quyét dinh cho phép hoic tir chdi Ban sir dung Ung dung cua
ho.

Luu y: Trong mot s6 truong hop, Viettel hoac DiiD Provider cé thé cung cap Ung dung/

DiiD App dé Ban cai dit va str dung trén Thiét bi dau cudi. Ban cd toan quyén lya chon sir

dung DiiD App hay khong. Trong truong hop Ban si dung DiiD App, Yéu cau xac thyc

thong tin s& dugc Ban guri téi Viettel tir DiiD App nay, két qua xac thuc cua Viettel giri tra
cho Ban ciing duoc luu tai DiiD App trén thiét bi dau cudi cua Ban va/hoic luu tai hé thong
may chu cta don vi cung cap DiiD App (tiy theo quy dinh sir dung DiiD App cua Viettel

hoac DiiD Provider). Ban c6 thé sir dung cac théng tin dd duoc xac thuc dang luu tai DiiD

App dé cung cap cho cac Nha cung cap va sir dung Ung dung caa ho (néu ho ddng y voi

Ban).

3. QUYEN VA NGHIA VU CUA NGUOI SU DUNG

3.1.  Puoc quyén quyét dinh sir dung hoic khong sir dung st dung Tinh ning Digital
Identity.

3.2.  Pam bao Ban co6 day du quyén so hitu, truy cap, sit dung hop phap, hop Ié di véi
S6 thué bao, SIM va Thiét bi dau cudi khi ban sir dung Tinh ning.

3.3.  Chiu hoan toan trach nhiém trong viéc sir dung Ung dung cua Nha cung cap.

3.4. Khong duoc yéu cau cung cap, sir dung Digital Identity cho cac muc dich khac ngoai
muc dich duoc néu tai Biéu khoan sir dung nay.

3.5.  Khong dugc phép c6 hanh vi xam pham dudi moi hinh thirc téi san pham, tai san so
hitu tri tug, hé thong (bao gom nhung khong giéi han béi: chuong trinh may tinh,
may chi, phan mém, phan ctng, dit liéu...), thwong hiéu va uy tin cua Viettel.

3.6.  Tu bao vé Thiét bi dau cudi, the SIM, thong tin va céc tai khoan Ung dung cua Nha
cung cap; dong thai chiu hoan toan trach nhiém phat sinh lién quan téi cac giao dich,
cac hoat dong str dung Ung dung caa Nha cung cap xuat phat tir Thiét bi dau cudi
va thé SIM, S6 thué bao caa minh, bao gdm nhung khong gidi han bai viéc Ban st



3.7.

3.8.

dung Thiét bi dau cudi/thé SIM dé phat wifi cho bat ky to chirc/ca nhan nao khac st
dung.

Cam két khong c6 bat ky khiéu nai gi véi Viettel vé viéc sir dung, cung cip cac
Thong tin ngudi dung cta minh sau khi nhan nat “Pong v, “Xac nhan”, “Submit”
hoac cac nut chirc nang twong tu vai Diéu khoan sir dung nay.

Khi ban thuc hién céac thao tac dé tiép tuc str dung Ung dung thong qua Tinh ning
Digital ldentity (thao tac d6 c6 thé 1a hanh dong an vao nat "Bdng y", "Xéac nhan",
“Submit” hoic nit chirc ning twong tu dugc hién thi trén Thiét bi dau cudi), hé théng
cua Viettel va cac bén lién quan chi st dung Thong tin cua Ban cho mét lan xac thuc
hoic tao Mobile ID. Néu Ban khéng c6 nhu cau sir dung Tinh ning, ban c6 thé sir
dung Ung dung bang cac hinh thirc khdc ma Nha cung cap cung cap cho Ban.

4. QUYEN VA NGHIA VU CUA VIETTEL

4.1.

4.2.

4.3.

4.4,

4.5.

Puoc str dung Théng tin nguoi ding cua Ban trong qué trinh cung cap Tinh ning
bao gom nhung khong gidi han boi viéc cung cap cho Service Provider, DiiD
Provider.

Puoc quyén tir chdi cung cap Tinh nang néu:
Thong tin khach hang khong day du, khdng chinh xac,

Viettel nghi ngo yéu cau xac thuc théng tin ma Viettel nhan duoc 1a khong hop 18
(Viettel khdng c6 trach nhiém phai dwua ra 1y do hay can ctr cua nghi ngo nay).

C6 yéu cau cia co quan Nha nudc ¢6 tham quyeén.
DPuoc mién trir hoan toan khai cac trach nhiém phat sinh lién quan toi:

Céc giao dich, cac hoat dong sir dung Ung dung cia Nha cung cap va/hoic caa DiiD
Provider.

Tat ca céac hinh thtc ¢ thé 1am anh hudng dén Thiét bi dau cudi vashoic thé SIM,
bao gdm nhung khéng gidi han cac anh huéng gay ra béi virus, ma doc, mat thiét
bi, cho muon Thiét bi dau cubi, chia sé mat khau phat wifi, phat wifi cho bat ky to
chac/ca nhan nao khac sir dung, cho muon thé SIM hoac Thiét bi dau cudi cua Ban
bi 16 mat khau. ..

Céc hanh vi va hoat dong vi pham phéap luat cua Ban.

Thuc hién xac thuc Thong tin nguoi ding va/hoic tao Mobile 1D va cung cép két
qua xac thuc va/hoic Mobile ID cho Ban va/hoic Nha cung cip va/hoic DiiD
Provider.

Chi thyc hién Tinh nang dya trén cac Thong tin nguoi dung ma Ban da dang ky,
cung cap cho Viettel va thong tin dwoc thu thap, sinh ra trong qua trinh Ban sir dung
dich vu vién thong di dong.



4.6.  Duoc quyén hop tac véi nhiéu Nha cung cap, nhiéu DiiD Provider khéac nhau.

4.7.  Trong sudt qua trinh cung cap Tinh ning, dé phuc vu tét nhat nhu cau va céc tién ich
cho Ban, Viettel co thé tien hanh nang cap, cap nhat, cai tién cac tinh nang, tién ich
va phién ban méi ma khdng can thong bao trudc cho Ban.

4.8. Co toan quyén ngimg cung cip Tinh ning, du mot phan hay toan bd, g bo Tinh
nang Vi thoi han khong xac dinh, hily bé Tinh nang bét ci IGc ndo, hoic han ché
hodc vé hiéu hda quyén truy cap vao Tinh ning caa Ban ma khong can théng bao
cho Ban.

4.9.  Pugc mién trir moi trach nhiém phat sinh khong phai do 16i cua Viettel trong qué
trinh cung cap va sir dung Tinh ning, bao gdm nhung khong giéi han viéc Nha cung
cap va/hoic DiiD Provider sir dung Thong tin ngudi dung cho cac muc dich khac
ngoai Tinh ning theo Piéu khoan st dung nay.

5. GIOI HAN TRACH NHIEM

5.1. Ban thira nhan va déng y rd rang rang Ban hoan toan ty minh chiu moi rai ro khi st
dung Ung dung cua Nha cung cap va/hoic DiiD App. Trong moi trudng hop phét
sinh lién quan, don vi tiép nhan va giai quyét cac khiéu nai hoic giai dap cac thiac
mac ctia Ban sé& 1a Nha cung cap. Viettel c¢6 thé hd trg Ban trong qua trinh st dung
Tinh nang, nhung khong phét sinh bat ky nghia vu va trach nhiém nao néu Ban
khong sir dung dugc mot phan hoic toan bo Ung dung caa Nha cung cap.

5.2.  Tinh ning c6 thé khong hoat dong mot cach day du trong trudng hop Sé thué bao
cua Ban chua duoc kich hoat, dang bi khoa hai chiéu, bi thu hdi, chuyén ving québc
té... hoic c6 yéu cau tir co quan Nha nudc ¢ tham quyen.

5.3. Trong bat ctr truong hop nao Viettel khéng chiu trach nhiém phép ly vé bat ky thiét
hai mang tinh két qua, dac biét, truc tiép hoac gian tiép nao phat sinh tir hoac lién
quan dén viéc Ban st dung hay khong thé sir dung Ung dung cua Nha cung cap.

6. MIEN TRACH VE BAO PAM

6.1.  Viettel khong bao dam, tuyén bd hodc cam doan rang viéc Ban sir dung Tinh ning
s& khdng bi gian doan hoic khong bi 15, va Ban déng y rang tiy theo tung thoi diém,
Viettel c6 thé g bé Tinh nang véi thoi han khong xac dinh, hity bé Tinh nang bat
ctr lic ndo, hodc han ché hoic vo hiéu hda quyén truy cap vao Tinh ning cua Ban
ma khéng can théng bao cho Ban.

6.2.  Viettel khdng tuyén bé hoic bao dam rang Tinh nang sé khdng bi mat mat, hu hong,
tan cdng, virus, can tro, xam nhap hay dot nhap an ninh khac, va Ban tai ddy dong y
mién trir Viettel khoi bat ky trach nhiém phap Iy nao lién quan dén céac truong hop
trén.



7. BAO MAT

7.1.

7.2.

Dé nang cao mirc d6 an toan trong viéc bao vé Thong tin ngudi ding, viéc giri/nhan
dix liéu vé yéu cau cua Ban tir Nha cung cip va/hoic DiiD Provider téi Viettel c6 thé
s& dugc ma hoa va thuc hién theo mot hoic nhiéu tiéu chuan quéc té hién hanh nhu:
OAuth 2.0, SHA....t0y theo tiéu chuan cua Nha cung cap va/hoic DiiD Provider,

Ban phai tu dam bao cac thong tin dang nhap dugc bao mat. Khong chia sé thong tin
xac thuc bao mat ciia Ban véi bat ky ngudi ndo hoic cho phép ngudi khac mao danh
Ban.

8. CAM KET BAO DPAM

Ban ddng y boi thuang, mién, bao vé, cho Viettel ddi véi bat ky céc khiéu nai, hanh
dong, yéu cau chdng lai Viettel cia Bén thir ba lién quan dén: (a) viéc Ban vi pham
hoac khdng tuan thu bat ky diéu khoan nao trong Piéu khoan sir dung nay va céc
ban stra d6i, bo sung sau nay; (b) viéc Ban sir dung Tinh nang khong ding quy dinh
tai Diéu khoan sir dung nay; hoac (c) viéc Ban vi pham quy dinh phap luat hoic xam
pham quyén cua Bén tht ba.

9. LUAT AP DUNG VA GIAI QUYET TRANH CHAP

Piéu khoan sir dung nay s& dugc diéu chinh boi va dién giai theo luat phap cua Viét
Nam. Moi tranh chap phét sinh tir hoic lién quan dén Diéu khoan sir dung nay chéng
lai hodc lién quan dén Viettel hoic bat ky Bén Pugc Bdi Thuong nao thude doi
tugng cta Picu khoan st dung nay s& duoc giai quyét bang trong tai tai Trung tam
Trong tai Quéc té Viet Nam (VIAC) va theo Quy tic té tung trong tai cua Trung tam
nay. S6 lugng trong tai vién 13 ba. Pia diém trong tai 1a thanh phd Ha Noi. Ngén ngit
phan xir cia trong tai 1a Tiéng Viét.

10.QUY PINH CHUNG

10.1.

10.2.

10.3.

10.4.

Viettel c6 quyén chinh stra Diéu khoan sir dung nay vao bt ctr thoi diém nao thong
qua viéc dang tai Diéu khoan st dung dugc chinh sta 18n website tai dia chi
https://international.viettel.vn/customer/service-list/viettel-digital-identity-1#dieu-
khoan-doi-voi-nguoi-su-dung.

Nguoi sir dung khong dugc phép chuyén giao, chuyén nhuong, hoic cap lai bat ky
quyén va nghia vu di duoc cap theo Diéu khoan sir dung nay.

Khoéng mét quy dinh ndo trong Diéu khoan st dung nay s& cau thanh quan hé doi
tac, lién doanh hoac quan hé dai ly — chu s& hiru gitra Ban va Viettel.

Tai bat ky thoi diém nao, viéc Viettel khong thé thuc hién duoc bat ky diéu khoan
nao theo day s& khdng anh hudng, dudi bt ky hinh thic nao, dén cac quyén cua
Viettel vao thoi diém sau d6 dé thuc thi cac quyén nay trir khi viéc thyc thi cac quyén
nay duoc mién trir bang vin ban.



10.5. Néu bat ki diéu khoan nao trong Diéu khoan st dung nay khéng hop phép, bi bai bo,
hoic vi bat ky Iy do nao khéng thé thuc thi theo phap luat, thi diéu khoan d6 s& duoc
tach ra khoi cac diéu khoan con lai va diéu kién nay va s& khdng anh huong toi hiéu
lyc cling nhu tinh thi hanh cac diéu khoan con lai.

10.6. Céac phan hdi, théng bao cua Ngudi str dung can duoc thuc hién bang vin ban, email
hoac mau phan hdi c6 sin trén Ung dung. Tat ca cac phan hdi khong rd rang hoac
an danh ctia Nguoi sir dung sé khong duoc chap nhan.

Ban Cap Nhat thang 04/2022.



